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Encryption and Masking

* Oracle Advanced Security
* Oracle Secure Backup
* Oracle Data Masking

Access Control

* Oracle Database Vault
* Oracle Label Security

Auditing and Monitoring

* Oracle Audit Vault

Encryption & Masking * Oracle Configuration Management

Access Control * Oracle Total Recall

Auditing & Monitoring
Blocking & Logging

Blocking and Logging

* Oracle Database Firewall

ORACLE
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Business Drivers

* Detective controls

« Monitor privileged application user accounts for non-compliant
activity — trust but verify

* Audit non-application access to sensitive data (credit card, financial
data, personal identifiable information, etc)

« Verify that no one is trying to bypass the application security
controls

* PO line items are changed so it does not require more approvals
« Cost of compliance
 Eliminate costly and complex scripts for reporting

« Reduce reporting costs for specific compliance audits
« SOX, PCI, HIPAA, SAS 70, STIG

ORACLE
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Automated Activity Monitoring & Audit Reporting
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Consolidate audit data into secure repository

Detect and alert on suspicious activities

Out-of-the box compliance reporting

ORACLE E

Centralized audit policy management ( jlmm Nsvaase
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Presenter�
Presentation Notes�
Changed the orientation around a bit. Feedback on modified version very positive!!! Needs some clean up on the lines and I think the guy needs to be facing the other way. 

Also not sure if he should be blue or gray?�
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Oracle Database Audit Support

 Database Audit Tables

 Collect audit data for standard and fine-grained auditing

* Oracle audit trail from OS files
» Collect audit records written in XML or standard text file

* Operating system SYSLOG

e Collect Oracle database audit records
from SYSLOG

Audit on Logged in
* Redo |Og User
» Extract before/after values and DDL Object -
changes to table Statement
« Database Vault specific audit priviiege  |JOSIISEEN
records Condition |[REDOISH

ORACLE




ﬂ Applying Fine-Grained Auditing L

DBMS_FGA ) ADD_POL ICY ( iﬁ?ﬁfh{& Enterprise Manager 10g
object _schema => “OE",

Audit Settings Alerts

Obj eCt—name => ‘ ORDERS ) ’ Database Instance: avoracle vm = Audit Settings = PAYROLL.ORACLE VM

policy name => “NONAPPSUSER, Fine Grained Audit Detail

audit _condition=> FGA Palicy Name NONAPPSUSER
SYS_CONTEXT("USERENV™ , "SESSION_US Aut T XML with SQL Text
- AW ? — Schema 0OE

APPS ’ Ohject DORDERS

enable => TRUE , Statements SELECT

statement_types=> "SELECT" ); S p Any

Condition SYS_CONTEXT(USERENY 'SESSION_USER')=="APPS

Handler Schema

Handler Package
Handler

Enforce Audit Policy in Database

.. SYS_CONTEXT('USERENV','SESSION_USER')<>'APPS'

sala
» . Generate Audit Record
) u -

Select names,
from ORDERS
where...

ORACLE



Presenter�
Presentation Notes�
Creating a Fine-Grained Auditing Policy

The example in the slide shows the use of the DBMS_FGA.ADD_POLICY procedure to create �a fine-grained auditing policy. The procedure accepts the following arguments:

Policy name: You assign each fine-grained auditing policy a name when you create it. �The example in the slide names the policy AUDIT_EMPS_SALARY by using the following argument:�           policy_name => 'audit_emps_salary‘

Audit condition: The audit condition is a SQL predicate that defines when the audit event must fire. In the slide example, all rows in department 10 are audited by using the following condition argument: �           audit_condition => 'department_id = 10‘

Audit column: The audit column defines the data that is audited. An audit event occurs if this column is included in the SELECT statement or if the audit condition allows the selection. The example in the slide audits two columns by using the following argument:�           audit_column => 'SALARY,COMMISION_PCT‘

	This argument is optional. If it is not specified, only the AUDIT_CONDITION argument determines whether an audit event must occur.�
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Heterogeneous Database Support

* Microsoft SQL server versions 2000, 2005, &
2008
» Server side trace — set specific audit event

* Windows event audit — specific audit events that are
viewed by the windows event viewer

« C2 - automatically sets all auditable events and collects
them in the audit log

« Support for 2008 audit facility targeted for CY2010
* |IBM DB2 8.2 - 9.5 on Linux, Unix, Windows

« Extract binary audit files into a trace file

« Sybase ASE 12.5.4 - 15.0.x

« Utilize the native audit tables

ORACLE
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* Audit Warehouse
« Document Schema
- Enable Bl and analysis
« Performance and Scalability
* Built-in partitioning
- Database compression
« Scales to Terabytes
 Certified with Oracle RAC
 Protected with Built-in Security
» Encrypted audit data transmission
« Separation of Duty provided by Database Vault
* Audit Vault Administrator
« Audit Vault Auditor

ORACLE
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User Entitlements FUN

Entitlement Reports

P * View all user accounts in the
@ User Accounts by Source Oracle database

T e - Retrieve a snapshot of user
— entitlement data

Uset Profiles by Source  Filter data based on users or
ekl privileges

Database Roles by Source

* View or print report in PDF format

System Privileges

System Privileges by Source . Compare Changes in user
Obiect Prileges accounts and privileges
Object Privileges by Source

o * View SYSDBA/SYSOPER
rivileged Users . .

Privileged Users by Source pI’IVI |egeS

ORACLE
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. Database User Privileges Report g
* Display all Oracle database users, privileges, and roles
« Reports accounts and their level of access

* Regulations: SOX, PCI, HIPAA, SAS 70, STIG

COIRAC L= Enterprise Manager 10g
& it ™ It

Default Reports

User Privilaeges

Label | LATEST |™~ compars

=X
= T Users/Role = PIOMES =
PAYROLL. ORACLE. W LATEST USER COMNECT
FAYRCLL. CRACLE. Wh LATEST USER OBA
PAYROLL. ORACLE. W LATEST USER RESOURCE
FAYRCLL. CRACLE. Wh LATEST FJIoMNES USER ALTER SCoTT ODEFT SCTDTT
PAYROLL. ORACLE. W LATEST PIONES USER ALTER SCOTT EMP SCOTT
PANRCLL. CRACLE. WhI LATEST PJCMNES UsSER ALTER USER
PAYROLL. ORACLE. WM LATEST PIONES USER CREATE DATABASE LIMNK
PANRCLL. CRACLE. WR LATEST PJCMNES UseR CREATE SESSITN
PAYROLL. ORACLE. W LATEST PIONES USER CREATE USER
PAasT RO L. WP LETEST PIOMNES UsSER DEBUC DEPT
PAYROLL. WA LATEST PIONES USER DEBLUG EMP
PANYROLL ORACL E Wk LEATEST PIOMNES USER DELETE SCOoOTT DEPT
FAYROLL. CORACLE. Wh LATEST FJIOoOMNES UsSER DELETE ST T ErF
PAYROLL. ORACLE. W LATEST PIONES USER DROP PUBLIC DATABASE LIMK
FAYROLL. CORACLE. Wh LATEST FJIOoOMNES UsSER ODROF USER
PAYROLL. ORACLE. W LATEST PIONES USER FLASHBACK SCOTT DEFT SCOTT
FAYRCLL. CRACLE. Wh LATEST FJoMNES USER FLASHBACK ErF = TT
PAYROLL. ORACLE. WM LATEST PIONES USER INDEX SCOTT DEFT SCOTT
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Account, Roles, System/Object Privileges Ah

LATEST
PAYROLL ORACLE WM

Account Status [elod Sy

| Defawt Tablespace [BEEE

| Temporary Tablespace TSNS

[ Lp Ty Ty T T =l = tnl N =R el gl T DEFALILT _COMNSUMER_GROUP
N e ETER ] -1 1/0/2008 02:41:22 AN
. prome[SIE;

Admin COption Default

System Privileges \
Priwvilege Admin Cpticn Default

SLTER SESSICON g =]
CREA A TABASE LIMK Mo
CREATE SEQUENCE M
CREATE SESSION MNC
CREATE SY MNOMNYM M
CREATE VIEW =]
LRILIRAL O TABLESPACE M
\ row{s) 1 -7 of 7

Object Privileges \
Priwvilege Owrne

Column Mame Grantable Table Hame

SYS

DEMS_STATS

rewf{s) 1 -1 of 1

ORACLE




. Out-of-the-box Compliance Reports :;;%%E

PCl
Widget's PCI Reportz

Credit Card Related Data Access

' . Audi 3efting Changes

ey Before/After Values
Database Failed Loging
Database LoginiLogoff
Databaze Logoff
Databaze Logon
Database Sfartup/Shutdown
Deleted Objects
Program Changes
Schema Changes
Syatem Events

ORACLE

Financial

Financial Related Data Access

Financial Related Data Nodifications

Audit 3etting Changes
Before/after Valuss
Database Faled Loging

Database Login/Logoff
Databaze Logoff

Databaze Logon

Database Startup/shutdown
Program Changes

Schema Changes

Syatem Events

}//V \‘\

Health Care

EPHI Related Data Access
Audtt 5etting Changes
Before/After Values
Database Failed Loging
Database Login/Logoff
Database Logoff
Databaze Logon
Database Startup/Shutdown
Deleted Objects

Schema Changes

Syatem Events




Reports Management hroug BV
Schedule, Retention, Notification, Attestation

= Access Reports Fegglirt Mams: Activity Overviewr

Schedule
Ol

ediatehy (@) Specify Schedule ) Select Schedule
epeat | Weaekly vl Run Time | 12 vl ||j|j vl |AM R _imszons
Interval (Wesks) |1 |
Start Date
[1o/5/2008 |
End Date []

week [Mlruon [d7vue [Cdwied Cdvho O Fri Csat Clsun

1] years months

Motification " Attachment

o Template— bl | FProfile: | —MNo Frofile— (%
To e-mail: | Cc: |
Add to List
Profile Hame To Cc Template Hame Template Type Delete

. T==m Report Notification Template Report Notification ﬂ

Attestation
The followilg auditors need to attest to this repaort

ANVALIDNT 3R
FORTUESER

MARK
9 | TEEDMAR

=

o

2ol

ORACLE
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Threat Detection with Custom Alerts

* Alerts can be defined for et sy s
« Creating users on sensitive systems m e
* Role grants on sensitive systems
- “DBA” grants on all systems
 Failed logins for application users
 Directly viewing sensitive columns
« Add workflow for alerts
* Track alerts N
» Drill down from the dashboard Z}‘%i&

« Send alerts to distribution lists
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Integration with Email / SMS / Remedy". V?f

= Swobject: Aundit Vault Abert: Create_User? : PAYROLLORACLENVM
Frome  Augt Vit e eply Bonde. gom >
Dates 9:15AM
Tos tammy bednee Sornde. gom

SUBJ: Audit Vault Alert :

Attribute Value Create User
Alert N Jser2
T_m g:m‘L;:m 17.09.667058 PM MSG: Create User occurred
Alert Time 2-0CT- A7 T035 P2
Alert Status NEW
Ohbject TANDIY
Alert Sevenity Crtical
Chent Host oelupdd oracle vm
Frtpes:
CEent Host [P
Event CREATE USER
05 User Name oracle
User Name PIONES
Source Name PAYROLL.ORACLE VM
Description Generate alert for create wser
Trouble Ticket ID . Comale_ined RAVROLL DSACLE VY
Trouble Ticket Time |E Scexal | Deseezs
e et ol 07 o = L o
_ |
— =] e I
: w S=Sll et RELCERUILEELTE B e - | T A At
: Compary ot Sarvces .
. i [ — et A Qi | e DmmarAURLRALE Do [T
iy leEscEs g -
ut e oe
F comue 1 g AW

ORACLE
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 Auditing should be selective and effective — target privileges
users, selective tables, and secure configurations

« Oracle Database 11g provides default audit policy
configuration

ALTER ANY CREATE ANY JOB DROP ANY TABLE ALTER ANY TABLE
PROCEDURE
CREATE ANY LIBRARY DROP PROFILE ALTER DATABASE CREATE ANY PROCEDURE
DROP USER ALTER PROFILE CREATE ANY EXEMPT ACCESS POLICY
TABLE
AUDIT ROLE BY CREATE EXTERNAL GRANT ANY ALTER SYSTEM
ACCESS JOB OBJECT
PRIVILEGE
CREATE PUBLIC GRANT ANY ALTER USER CREATE SESSION
DATABASE LINK PRIVILEGE
GRANT ANY ROLE AUDIT SYSTEM CREATE USER AUDIT SYSTEM BY ACCESS

DROP ANY PROCEDURE

Included in the demo directory of the Audit Vault Server:
$ORACLE_HOME/demo/secconf.sq|

ORACLE
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Impact on CPU performance

 Original workload CPU 1.08% for 10 audit/sec case
 Original workload CPU 1.56% for 100 audit/sec case

Audit Database Audit Vault Database Audit Vault
Sgulrce auditing / No | collection auditing / No collection
Audit Vault turned on Audit Vault turned on
10 records /| 10 records / 100 records / | 100 records
Audit Load | second second second / second
OS Log 0.08% 0.7% 0.15% 2.7%
DB Audit 0.13% 0.5% 1.6% 3.4%
Redo 0% 3.7% 0% 8.2%

*Internal testing: Source: 4x32GB 3GHz Intel Xeons RHEL3.0, running 2 Oracle Database 10.2.0.3.0

ORACLE



New Product:

Oracle Database Firewall

ORACLE
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First Line of Defense

o oRrRACLE"
2 1 ; 1 E;ff::j;
‘| Y & .
l'-: '.? ‘ o !a ! ! - w / Allow a
1 !_I. . t“-.;‘a lnﬁ | Alert _q .
; ..' - I 1. h:l 1'
’ﬂ' ‘ A i 1‘: fl 1139 X Block A, substitute " ’ n‘uh
% H. 113 ! iz';ﬁ :
1 1 i h 1 - 1 Microsoft’ "-;‘Ylm‘-,[
et m 1
1

« Monitor database activity on network and log/block unauthorized
database access

» Highly accurate SQL grammar based analysis to enforce normal
activity

 Built-in and custom compliance reports for SOX, PCI, and other
regulations

ORACLE
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 Building accurate policy profiles of good application
behavior with changes over time

« Performance to your application as the number of
transactions increase over the network

* Needing to throw more hardware on the network to
handle my workload for scalability

ORACLE



. Security Model and Policy
Enforcement

* Policy Enforcement

« Performance and scalability since millions of statements can be simplified into a small
number of SQL characteristics or “clusters”

* High level of accuracy
* Flexible enforcement: block, substitute, alert and pass, log only

 Policies are easily configured using:
* White List
« Can be automatically generated for any application
« “Allowed” behavior can be defined for any user or application
» Transactions found not to match the policy instantly rejected
« Black List
« Stop unwanted transactions, users or schema access

* Prevent privilege or role escalation and illegal access to sensitive data by using
factors

« Selectively block any part of transaction in context to your business and security
goals

ORACLE
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* Oracle 8i, 9i, 10g, 119

- MS-SQL 2000, 2005, 2008
» Sybase 12.5.3to 15

« SQL Anywhere v10

ORACLE
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Database Firewall
| Management Server

Database Firewall Database Firewall -

. :-j il i E:'____---V."‘
= e S
- fn—'!jﬂ-

« Reads SQL traffic on the network HA Mode)
*  Logs/Blocks unauthorized traffic
*  Monitors access

Policy Analyzer

L
I‘f :." 1
e 5 L
4 L s i

e

%

Reports, archives repository  «  Creates security policies
Firewall mgmt, policy mgmt < Runs on Windows desktop
Alerts, integration

ORACLE" ORACLE"

Remote/Local Monitor
Capture network traffic on DB
host and forwards it to DBFW
Capture non-network traffic on
DB host and sends it to the
DBFW

ORACLE



Presenter�
Presentation Notes�
Oracle Database Firewall Management Server

Aggregate and report on logs from multiple Oracle Database Firewalls

Centralized policy management



Oracle Database Firewall

Network Based Monitoring Point

“Reads” SQL traffic on the network 

Analyses transaction and apply security policy

Logs and alert on transactions

Host Based Remote Monitors

Captures network traffic on the Database host and sends it to the Oracle Database Firewall

Host Based Local Monitors 

Captures non-network traffic on the Database host and sends it to the Oracle Database Firewall

�
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Flexible Deployment Model

* Deploy on customer’s existing or new hardware:
* Runs Oracle Enterprise Linux base operating system
* Firewall blocking mode requires certified NIC card

» Scales vertically

« Add CPU, disk, and memory to the servers versus adding
more and more appliances

- Database Firewall and Database Firewall
Management Server can co-reside

ORACLE
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Out of Band Deployment Mode

« Monitor Only Mode — No Blocking

* Also known as “SPAN” or “Span port” | ©OutofBand
“R A" ” ‘@ " Span Port Monitoring
or “Mirrored” or “Tap

- SQL logging and reporting only
« Easy for demo / POC or lab test

- Easy to deploy, no risk of impacting
databases or applications

Network Switch
with Span Port

ORACLE
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In-Line Deployment Modes

* Blocking and Monitoring
« SQL traffic is inspected and verified against policy
* Also known as a “Bridge” or “transparent bridge”
« Sometimes only option if out-of-band ports are not available

In-Line
Blocking and Statement
Substitution

/J i j i\ i I Pt

sAsd e g

S ST ST S
Database Servers

aaaaaaaaaaaaaaa

Audit ver:

ORACLE
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Er——rr— mmr—rerom— — - Database Firewall log data

= e e = consolidated into reporting

== P (e e e —

—— g e S e database

=== b =—==I ———==

e =] |« Over 130 built in reports that
s b | E=s 4 can be modified/customized
==5 ===k - Entitlement report for

e |- i database attestation

=|n | * Activity and privileged

SN [T user reports

F 12342878 RI0LL1IIWIS1917 181520212225 34

== * Supports demonstrating

Dt b | Erpwrard ot
[AMTELY Serer e #A%H 18 | Number of users running stored procedure rpc UserA t Sell by count P‘ I SOX H I PAA etC
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(AN S Server mnon 510 11748 MTaylor 5339 smacdonakd Erl) JRoche 123 3039 MU hrigl
(A WSS | Smrve 1 e uﬂ 5137 EhAac el [ 5298 Ninnoce it [ 3668 TGrimham 11 2988 I fre dopaul
(MG L Serve r p— 278 T#5 M 5263 Sustlr b 3659 Acorbinmay 2“ MWakhd
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Presentation Notes�
Illegal, out of policy, or unknown SQL is changed on-the-fly to another statement that will not result in a security breach. �
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e Most accurate

Zero false positives and the competition can never
get the policy created

« Most scalable

Scales easily by adding more CPU’s, more disk,
more memory to accommodate growth.

« Most flexible

Software and can be deployed onto any server that
supports OEL. These platforms can be servers,

blades or virtual platforms.
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* Fastest
You get more transactions through put per second
that an equivalent competitive solution

« Easiest to deploy
Ability to understand the SQL language and
categorize 10’s of thousands of transactions, results
in simple policy configuration

* Open Reporting
Documented database tables enables customers to
use virtually any reporting tool to extract forensic or
summary data.

ORACLE
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